
 

 
 

 

iCOINS 

Industry 4.0 Competences for SMEs – 
Awareness Raising Tools 

 
 

Training Methodology 
  

 
 
 
 
 
 



 
 

6 
 
 

 

 

Contents 
 

Introduction 3 

The training program 4 

Teaching strategies 14 

Online training platform 16 

Validation of Competences and certification 16 

 

  



 
 

9 
 

 

Introduction 

The iCOINS training methodology is an output (IO4) of the “Industry 4.0 Competences for SMEs 

– Awareness Raising Tools” – ERASMUS+ project. 
 
This manual is designed to support the professional development of Mentor/Trainers working 
with future trainers throughout iCOINS training system. The main aim of the present training 
methodology is to define tools and methods to implement the iCOINS training and trainers, VET 
organizations and stakeholders in the implementation of the training material in SMEs interested 
in Industry 4.0 competences. This document describes the different tools created within the 
iCOINS project, the didactic principles and the lessons learnt for the future implementation of 
similar training courses. 
 
The iCOINS training course has been developed by all partners of the project in English language 
and has then been adapted and translated to partners’ languages (Finnish, Italian, Spanish, and 
Turkish). 
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The Training Program  

The “Industry 4.0 Competences for SMEs – Awareness Raising Tools” training program aims at 

raising awareness on Industry 4.0 Competences in SMEs. 

The “Industry 4.0 Competences for SMEs – Awareness Raising Tools” training program has been 

developed in modules and units. Each module can be followed as a standalone element or as a 

whole training path. 

The iCOINS training modules are: 

Module 1 - Introduction to Industry 4.0  

This module aims to let the participant to understand the meaning of industry 4.0 by presenting 

the main principles of industry 4.0 concept and shows the advantages and challenges of applying 

industry 4.0 in SMEs 

Module 2 - Overview of 4.0 Key Enabling Technologies 

This module aims to present an overview of the main technologies that enable Industry 4.0, 

namely, smart factories, big data and cloud technology, Internet of Things, and advanced human-

machine interfaces. 

Module 3 - Applications of IOT and Cybersecurity 

This module aims to provide an overview of the main technologies that enable Industry 4.0 and 

covers subject of IOT Components, Smart Buildings and Smart Factories, Connectivity and 

Networks, M2M Communication, Cyber Security and Industrial Security. 

Module 4 - Business Strategies: Digital Transformation, Data-Driven 

This module aims at focusing on leadership capabilities from the digital transformation point of 

view and we will give a general insight of leadership capabilities and skills and how to develop 

them.  

Module 5 - Soft-Skills In 4.0: Communication, E-Leadership 

This module aims to provide a general insight of soft skills and how to develop them in the field 

of 4.0. 

Module 6 - Data Science 

This module aims to introduce data science concepts, techniques and tools and its effect on 

businesses. 

The training modules developed within the project are built according to learning outcomes 

(knowledge, skills and competences) which a trainee should achieve when participating in the 
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iCOINS training course. The partners have identified the learning outcomes through a detailed 

analysis of job roles and EQF frameworks in their countries.  

The partners have defined that the training material developed should allow to reach Levels 4 of 

the EQF standards as described below: 

 Level 4 Factual and theoretical knowledge in broad contexts within a field of study/work; 

Range of cognitive and practical skills necessary for the conceiving for specific problem 

solving in a study/work area; Manage own work within the guidelines established in the 

context of study/work, usually predictable but liable to change; Supervise the routine 

work of third parts and taking responsibilities in terms of evaluation and activity 

improvements in study/work contexts. 

 
 

The iCOINS training course has a total duration of 44 hours.  

All training material has been developed as standalone elements and have followed the same 

framework. 

In each module participants can find:  an overview with specifications about the learning 

outcomes, topics and steps to follow. Each unit contains learning material, external resources, 

readings and self-reflection questions. Each module presents cases of companies to allow the 

participant to relate better to the topic. 

At the end of each module the participants can take a self-evaluation test to measure the 

acquired competences and obtain a recognition of his/her learning path. 

Below there is a detailed table specifying the knowledge and competences of the training 

material connected to each module and unit of learning outcome, together with the estimated 

hours needed to reach the foreseen goals within each module. 

 

 



MODULE
Duration 

(hour)
UNITS

Knowlegde Skill Competence

Define the meaning of industry 4.0 for organisations Plan changes in terms of industry 4.0 Manage changes in a SME in terms of industry 4.0

Describe the automisation of communication between mankind and 

machines

Explain how embedded systems and human resources communicate within 

companies

Plan the adoption of automisation within own company to enable communication 

through embedded systems

Describe industry 4.0 principles Apply industry 4.0 principles in own company plan Manage and monitor the industry 4.0 design principles within the SME

Describe the technological trends of Industry 4.0 (IoT and IoS etc.) within 

own company

Plan to implement technological trends of Industry 4.0 (IoT and IoS etc.)  within 

own company

Manage the integration of technological trends of Industry 4.0 (IoT and IoS etc.) 

in own company 

List the advantages and challenges of industry 4.0 for organisations Explain the advantages and challenges of industry 4.0 for own company Collaborate in solving the challenges of industry 4.0 in the SME

List sectors that may benefit from the implementation of Industry 4.0
Explain how Industry 4.0 encourages consumer trust, compliance and 

traceability, flexibility and better planning of internal resources

Manage the integration of Industry 4.0 to encourage benefits in business 

operations

Describe the main challenges that SMEs have to face before/after 

implementing Industry 4.0
Explain how Industry 4.0 negatively affect SMEs Manage both advantages and challenges related to Industry 4.0 integration

describe the IoT architecture and components

identify the applications of IoT to industry 4.0

describe the main features of a smart factory plan changes in own company towards a smart factory manage changes in own company towards a smart factory

describe what big data is useful for in industry 4.0 explain how to use big data in own company manage the integration of  big data in own company

describe what cloud technology is useful for in industry 4.0 explain how to use cloud technology in own company manage the integration of  cloud technology in own company

describe the different typologies of NUI - Natural User Interfaces ( touch, 

voice, gesture)

define the potential of NUI in the context of Industry 4.0

describe the AR concept and technologies

define the potential of AR in the context of Industry 4.0

Unit 3.1 Internet of Things (IOT)

3.1.1 IOT Components

3.1.2     Smart Buildings

3.1.3  Smart Factories      

Define “things” and “smart”, “IP” concepts 

List the three core elements of smart connected products 

Define the birth and development progress of IoT

Describe the benefits of IoT

Describe IoT components and its features

Define the smart buildings  

Define what the smart factory is, its key features, and the components 

and technologies that comprise the smart factory, and how it fits the 

digital supply network

Explain the features of “things” and “smart”, “IP” concepts

Explain the relation between the three core elements of smart connected 

products

Explain the birth and development progress of IoT

Discuss the benefits of IoT

Use the hardware and software components

Analyse the relations between IoT and Buildings

Analyze how to smart factory can drive value and its other benefits

Differentiate usage area of smart things and IP concepts

Manage the integration of smart connected products in own company

Differentiate the different periods of IoT development process

Recognize the benefits of IoT

Differentiate hardware and software components and their features

Capability to identify strategy to improve buildings' performance by utilizing IoT

Differentiate the ways of organizations which can begin buildings and enacting a 

true, holistic smart factory

Unit 3.2 Communication and Networks

 3.2.1. Connectivity and Networks

 3.2.2. M2M Communication

Define the computer network

Define the components and functionalities of machine to machine 

communication

Interpret and understand current state of local and global networks.

Explain the fundamentals and uses of machine to communication

Cognizant of the opportunities and difficulties that are arising in connected 

environments

Recognize the features of M2M Communication

Unit 3.3 Cyber Security and Industrial Security Define the security in general and the critical infrastructure areas

Tell the case studies of cyber-physical attacks

List the basic components of security

Define the kinds of threats in industrial security, types of attackers and 

the defense methods against industrial security threats

3Explain kinds of threats in industrial and cyber security, and defence methods 

against them

Plan the prevention strategies from cyber-physical attacks

Explain the features of the basic components of security

Plan the prevention strategies from threats in industrial security

Provide examples of cyber-physical attacks

Deal with cyber-physical attacks threats within own company

Differentiate all components of security 

Deal with threats in industrial security within own company

Unit 4.1 Journey to digital transformation 
identify the role of Industry 4.0 in different business  environments identify the basics of strategic planning for digital transformation 

prepare strategy to improve organizations‘ performance by utilizing Industry 4.0 

approach 

Unit 4.2 Requirements for the Open Industrial 

Interoperability Ecosystem
describe how to use Open Data and Application Programming Interface in 

business management

describe the basics of using open data identify the importance of open data and interoperability 

Unit 4.3 Industry 4.0 as Business Architecture
define the Industry 4.0 Business architecture framework 

demonstrate the basics of planning the Industry 4.0 architecture identify digital transformation towards Industry 4.0 model

Unit 4.4 Asset Life Cycle Management in Digital 

Environment identify the life-cycle management and eco-systems

describe the basics of planning the digital ecosystem apply and manage life-cycle of digital eco-systems according Industry 4.0 model

Unit 4.5 Strategic Business Co-Evolution Management identify the importance of co-innovation development describe the basics of strategic Business Co-Evolution Management deal with Strategic Business Co-Evolution development work

Unit 5.1 Communication

5.1.1 Communication: Introduction, verbal and written 

communication

5.1.2 Communication: non- verbal communication

Identify and define what communication is and it’s importance in Industry 

4.0
Identify different types of communicative  skills and how to improve them Identify situations where improved communication skills are needed

Unit 5.2 E-Leadership Identify and define leadership and how it has evolved including traits of 

the modern leader

Develop leadership skills and understanding of techniques for working well with 

team members and peers

Recognize and develop idea of self in the workplace including emotional 

intelligence and intercultural awareness

Identify proper negotiation techniques Improve problem solving skills in response to the needs of various constituents 

in workplace settings

Evaluate issues in order to develop critical thinking skills

Develop understanding of how to engage in successful business 

interactions, including how to work efficiently and interact as a part of a 

team and individually

Analyze methods for setting and sticking to goals Develop strategies for effective task distribution

Identify and become familiar with effective time management tools Achieve better results through effective planning and clarifying of objectives Manage time and resources more efficiently

Identify useful tools for creating more efficient presentations Identify tactics for integrating creativity in the workplace Demonstrate practical understanding of uses of brainstorming and playing in the 

workplace

List the advantages of using data science in Industry 4.0 applications Undertake further research on the use of data science in Industry 4.0 

applications

Ensure the importance of data science in Industry 4.0 applications

Describe data science project process and its coverage Apply data mining techniques for a given data set Differentiate between different data mining techniques

List descriptive statistics concepts Calculate descriptive statistics for a given data set Differentiate between different descriptive statistics such as mean, median and 

mode 

Identify descriptive statistics concepts Analyze data and present descriptive statistics as a basis for decisions Apply descriptive statistics methods for a given data set

Apply supervised and unsupervised machine learning concepts Differentiate between supervised and unsupervised machine learning concepts

Describe application areas of predictive analysis in businesses Analyze data using predictive analytics algorithms Apply predictive analytics algorithms for a given data set

Define supervised and unsupervised machine learning concepts

Describe how to apply predictive analytics algorithms for a given data set

Describe privacy, ethics and using data about individuals Undertake further research on privacy, ethics and using data about individuals Recognize the importance of privacy, ethics and using data about individuals

Describe competitive advantages that business can achieve through data 

science

Provide examples of data-driven business success stories Differentiate problems to be solved with data science

Describe the main functions of the tools used for data analysis

List examples of data-driven business success stories

Describe examples of data science tools used in business

Provide examples of data science tools used in business Use data analysis tools

6

8

Overview of 4.0 Key Enabling 

Technologies

Unit 2.1. Introduction to Internet of Things Technologies 

and Smart Factories 

Unit 2.2. Introduction to Big Data and Cloud Technology for 

Industry 4.0

Unit 2.3. Introduction to Advanced Human Computer 

Interfaces 

Data Science

Unit 6.1: Introduction to Data Science

Unit 6.2: Descriptive Statistics

Unit 6.3: Predictive Analytics

6.3.1 Basics of Predictive Analytics 

6.3.2 Supervised-Unsupervised Learning 

Unit 6.4: Data Science and Business Strategy

6.4.1 Data science and business strategy

6.4.2 Reasons for Data Science in business

6.4.3 Tools for Data Science

Unit 5.3 Other Relevant Soft Skills

5.3.1 Critical thinking, Problem solving and negotiation

5.3.2 Teamwork and goal setting

5.3.3 Time and resource management

5.3.4 Creativity

Applications of IOT and 

Cybersecurity

Business Strategies: Digital 

Transformation, Data-Driven

Soft-Skills In 4.0: 

Communication, E-

Leadership

10

5

10

2

3

4

5

6

iCOINS Competence Map
LEARNING OUTCOMES

1 Introduction to Industry 4.0 

Unit 1.1 Industry 4.0 for SMEs

Unit 1.2 Industry 4.0 principles

Unit 1.3 Industry 4.0 Advantages and challenges

5

explain how to use IoT in own company Manage the integration of IoT in own company

explain how to use innovative NUI in own company manage the exploitation of innovative NUI in own company 

plan potential applicability of AR principles in own company manage the exploitation of AR in own company 
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Teaching strategies 

Studies in adult learning theory show that adults prefer courses that include the application of 

concepts to relevant topics. The adult learning process should be slow to medium speed and not 

complex or unusual. Adults prefer a personalized learning environment with a practice-focused 

effort where they can solve real-life problems and take personal responsibility. Malcolm 

Knowles1, a pioneer in adult education, popularized the concept of five teaching strategies for 

adults, which states that adults learn best when: 

● Adults understand why something is important to know or do. 

● Adults have the freedom to learn in their own way. 

● Learning is experiential. 

● The time is right for them to learn. 

● The education process is positive and encouraging. 

 
The training activities in this project follow the above-mentioned Knowles’ principles. The 

teaching strategies that will be used in training activities are stated below:  

✔ Asks questions. Questions can open a learning conversation or shut it down.  

✔ Review statements. By rephrasing what you have heard, you clarify your own 

understanding and encourage the adult learner to hear what it is she or he has stated.  

✔ Foster discussion.  Discussion extends learning and introduces other perspectives. It 

allows for reciprocity between learner and learner, and learner and trainer.  

✔ Listen reflectively.  This provides an opportunity to process information introduced by the 

future trainer.  Active listening skills are essential for effective discussion facilitation.  It 

builds understanding and consensus in a group.  Active listening skills include:  

encouraging, paraphrasing, clarifying, reflecting, summarizing, and validating  

✔ Provide consistent feedback.  Candid and compassionate feedback can be a powerful 

stimulus for learning.  It addresses the adult learners need for immediate application.  

Strategies for promoting effective learning outcomes in a mentoring relationship are consistent 
with those used to facilitate adults learning. Therefore, the iCoins training methodology is based 
on the following principles. 

                                                                 
1 Knowles, Malcolm; Holton, E. F., III; Swanson, R. A. (2005). The adult learner: The definitive classic in adult 
education and human resource development (6th ed.). Burlington, MA: Elsevier. ISBN 9780750678377. 

https://books.google.com/books?id=J6qGsHBj7nQC
https://books.google.com/books?id=J6qGsHBj7nQC
https://en.wikipedia.org/wiki/Burlington,_MA
https://en.wikipedia.org/wiki/Elsevier
https://en.wikipedia.org/wiki/ISBN_(identifier)
https://en.wikipedia.org/wiki/Special:BookSources/9780750678377
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The core of the training model is a Learner Centered Approach.  

The pedagogical approach should be centered on the learner. Trainers should use a bottom up 

strategy that includes, for instance, the experiences of life of the target group and practical 

examples in SMEs. Adult education should allow the use of models that encourage the target 

groups to continue learning throughout their experience. This approach should be focused on 

the interests and the competences of the target groups. 

The didactic approach should be based on Autonomy/Active Learning/Experiential Learning 

The training should be a reflective action and based on experiential learning; competency and 

skills can be easier acquired or built through hands-on, real life learning experiences.  

In opposition to the traditional approach, the target group should have an active role and should 

grow gradually autonomous. In this perspective it’s essential to prepare them to be able to think 

for themselves, considering the possibility to learn through “errors” (the perspective of the “good 

error”), encouraging the use of feelings, attitudes, and values, also when dealing with conflict 

situations.  

In this context, the possibility of “learning by doing” becomes very important. 

The trainer should facilitate the target group to learn autonomously, also through self-reflection 

and self-evaluation tools. 

The target group motivation is a key factor for the success of the learning 

The motivation of target groups is considered one of the main problems to deal with in adult 

training. Trainers should use different approaches to motivate the learners and should activate 

experiential learning and the use of ICT as much as possible. Furthermore, when training people 

at work it is important to make learning relevant to career and personal growth aspirations. 

Training that draws on real-life scenarios and case studies that learners can relate to is naturally 

more interesting and therefore much more motivating. 

Digital Technologies and ICT tools should be considered as fundamental resources for adult 

learning. 

The added value of Technology for adult training resides in access to 

(a) resources, 

(b) information retrieval tools, 

(c) sharing knowledge, 

(d) communication tools, and, 

(e) mobile fruition, 

(f) flexibility in the training path,  
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Technology also introduces a new form of knowledge and pedagogy based on the idea that 

knowledge is distributed across a network of connections and that learning consists of the ability 

to construct and traverse those networks. There are a lot of free online tools to be used to 

develop different competences and skills. 

Together with the target group, the development of the trainers’ competences needs to be an 

integral part of the model.  

The recommended instruction guide for a unit is presented below: 

INSTRUCTION GUIDE FOR A UNIT 

Time Content Suggested Activities Resources 

5 min. ● Aim and learning outcomes  

  

Ask interesting 
questions 

 

35  min. ● Present unit’s instructional 

materials 

Presentation  Slides 
 

10 min. ● Evaluation / reflection 

● Main learning points 

Group discussion 
 

Flip chart2 

 

Online training platform 

We use Moodle platform for online training activities. The Moodle Platform provides the 

following specifications: 

1. Robust Analytics and Report Generation: Within the Moodle platform, an easily-accessed 

dashboard lets you pull down progress reports and other learner data. 

2. Course Authoring Capability: Moodle platform contains course authoring tools to create 

content-rich text activities, audio, videos, visuals—within the Moodle platform itself. 

3. Transcripts and certificates: Moodle has the ability to provide a transcript or a certificate 

needed to prove that the student finished the course and present information about the student 

progress during the learning. 

4. Integrations: Through the API, the Moodle platform can be configured so it can exchange 

information—such as user records—with external programs. 

5. Community and Collaboration: Moodle platform has the capability to be integrated with social 

networking platforms, has discussion boards, file sharing, and virtual chats enable learners to 

collaborate and share ideas. 

                                                                 
2 Flip chart https://en.wikipedia.org/wiki/Flip_chart 
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6. Gamification support: Moodle platform provides gamification features including badges, 

dashboards, leaderboards and points. 

7. Content Responsiveness Support: Moodle platform enables the content to fit on any screen 

size, thereby delivering instruction in an easy to read format. It also means the learner can 

advance through the Moodle platform from whichever device he or she chooses to use. 

 

Validation of Competences and certification 

When a learner completed a module successfully, a printed certificate would be issued for this 

module that states the module name, learning outcomes, date of accomplishment, name of the 

attendee, and name of the instructor. In the Moodle online training platform, an open badge 

compatible digital badge that is verifiable, portable, and packed with information about skills and 

achievements will also be issued. 

 


